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Authorization Checks in HR Reporting 2.4

you may want to restrict or deactivate the check for certain reports.
Do this using the authorization object HR: Reporting (P_ABAP).

P_ABAP does not replace the basic authorization required to start a
report. This basic authorization is administrated by the authorization
objects mentioned in the previous section. Rather, P_ABAP simpli-
fies and speeds up the process of checking the reported data. If you
assign full authorization for this object, a user can view all the HR
master data in the reports, even if he does not have authorization for
the relevant infotypes and personnel numbers.

P_ABAP
for PNP only

P_ABAP has an effect only in reports that use the personnel adminis-
tration logical database (PNP).

Two forms of 
simplification

To maintain authorizations, enter the report name and one of the fol-
lowing two “simplification forms”:

� Infotypes and organizational assignment are checked indepen-
dently of each other. In other words, users can view all infotypes
for all personnel numbers to which they have access. This
approach speeds up the authorization check.

� When the report is run without checks, no checks of HR master
data or structural checks are carried out. This approach makes
sense for “uncritical” reports, such as a room directory, and for
users who already have full read access to HR master data.

2.4.3 Cluster Authorizations

Frequently used 
clusters

The authorization object P_PCLX is used for the following, fre-
quently used clusters:

� Master data

� TX: infotype texts

� LA: Master data change documents (LB for applicants)

P_ABAP can be used to deactivate the authorization check for all users in
the case of a report of employee data that do not have to be protected
(such as name, date of birth, and organizational unit).

For example, this authorization object is assigned specially for reports
with a critical runtime to users in the central HR department who have full
read access to HR master data.
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� Time management

� PC: single-character abbreviation for the monthly calendar,
generated every time a presence or absence is updated

� B1: interface to positive time management, read and written
from RPTIME00

� B2: central time evaluation cluster

� Payroll

� RU: payroll results (USA)

� CU: cluster directory

� PS: generated payroll schema

� PT: texts for generated schema

The input help for the Area ID for Cluster field in the authorization
maintenance function of the cluster authorization object provides a
full list of all the clusters in the PCL* tables.

2.4.4 Query

If a user is assigned to a user group (see Section 4.1.4) and has access
in the user menu to queries via the SAP Query or Ad Hoc Query
transaction, he is already able to run queries. This user has access to
queries of the InfoSets that are assigned to his user group. Also, this
user can run queries that you add directly to his user menu using the
role maintenance function.

Authorization
object S_QUERY

However, this user cannot save modifications to the queries. Thus,
for more advanced work in the query area, you need the authoriza-
tion object S_QUERY. With this object, you can grant access to the
following activities:

� Create and modify queries
The user can create new queries on the basis of the InfoSets in his
user group(s) and save modifications to existing queries. You can
reserve permission to modify queries for individual users by
means of the user group assignments.

� Maintain environment (InfoSets, user groups)
The user can execute transactions SQ02 (InfoSet maintenance) and
SQ03 (user group maintenance) and transports. Ideally, end users
should not have this authorization.
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To extend InfoSets using ABAP code, the additional authorization
object S_DEVELOP is also required with the value AQ* for the
object name field and PROG for the object type field.

� Translation (language comparison for SAP Query objects)
The user can translate the texts or carry out a language compari-
son.

If a user has authorization to create and modify queries and to main-
tain InfoSets and user groups, he has access to the queries of all user
groups without being explicitly assigned to them.

Role adminis-
tration

Since Release 4.6C, there is another maintenance tool that serves as
an alternative to user group maintenance (SQ03). You can access this
tool using transaction SQ10 or by choosing Environment � Role
Administration in the InfoSet maintenance function (SQ02). Here,
you can directly assign the user group to the role. In the next step,
assign the InfoSets from the user group. Now every user with this
role can run queries of these InfoSets. If a user also has the authori-
zation object S_QUERY with change authorization, he can modify the
queries of all other roles. This tool cannot be used to override the
change authorization for each user group. This can be done in the
user group maintenance function only (see Section 4.1.4).

Authorization 
groups

Another way of restricting access to queries and InfoSets is to use the
authorization group that you maintain in the InfoSet. The authoriza-
tion group is located in the first screen after the InfoSet is created.
For an InfoSet that has already been saved, you can open this screen
from the menu by choosing Goto � Global properties. The authoriza-
tion group assigned here has to be entered in the role in the S_PRO-

If a query accesses tables outside the logical database, the authorization
object S_TABU_DIS is also checked.

Access to the HR data to be reported on is administrated by the usual HR
authorization objects and the structural or context-sensitive authorization
check. If a field is included in the InfoSet as an additional field by directly
reading the database table rather than by means of the logical database,
no authorization check is carried out.

However, this would enable you to fulfill the following requirement: A
user wants to report on the internal address of infotype 0032 (internal
data) but is not authorized to view company car data and thus cannot
have full authorization for this infotype.
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GRAM authorization object under ABAP/4 Program Authorization
Group (see Section 2.4.1).

If you are not using authorization groups, this field remains empty in
the InfoSet maintenance function. In this case, you do not need the
S_PROGRAM authorization object either.

2.4.5 Manager’s Desktop

The authorization object BC-BMT-OM: Allowable Function Codes for
Manager's Desktop (S_MWB_FCOD) checks each function’s authori-
zation for individual users for all the possible functions in the Man-
ager’s Desktop (MDT). The input help of the Function code field con-
tains a list of the function codes.

2.4.6 Customer Reports

In SAP ERP HCM, authorization checks are carried out in the applica-
tion system rather than on the database level. Therefore, every
authorization check has to be programmed in ABAP/4.

Use logical
databases

The most secure and easiest way of checking authorizations in cus-
tomer reports is therefore to use the relevant logical database, that is,
PAP for applicant data, PNP or PNPCE for HR master data, and PCH
for data in Organizational Management, Personnel Development,
and similar modules. The logical database carries out all the neces-
sary checks. Data that is accessed via the GET command when a user
wants to read HR data in the program is thus secure from the autho-
rization point of view.

Use standard
function modules

As soon as the need arises in the program to read external data, or in
cases where, for example, the logical database cannot be used for
performance reasons, the code has to ensure the completeness of the
authorization check. Usually, this is done using the standard function
modules of the SAP system. These function modules usually contain
parameters for administrating the authorization check, some of

To make it as easy as possible for the user to use SAP Query, we recom-
mend that you prespecify the work area. Do this in the user maintenance
function on the Parameters tab. The “AQW” and “Blank” entries have the
effect that the relevant standard work area is displayed when SAP Query
is called.
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which are divided up into “normal” authorization checks and struc-
tural checks. It is advisable to activate these parameters so that the
standard function modules run the authorization checks.

The correct functioning of any standard function modules you use
has to be checked as part of upgrades. This also applies when your
company starts using new authorization objects.

The code should specify that data be read directly from the database
only in very exceptional circumstances. In such cases, the whole
authorization check has to be carried out individually for each autho-
rization object with the AUTHORITY-CHECK command.

Remember autho-
rizations for 
programmers

Also, as indicated above, simple read commands to the database
enable program developers to view all the data in clients in which they
create programs. Special read commands can also be used to give
programmers access to data in other clients in the same system.

2.4.7 Special Issues

You need to take the following special issues into account.

Access to Aggregated Data

Total yes,
details no

Often a user has to process the statistics of a specific user group but
is not allowed access to the source of this data.

This is not possible using the standard means, as without the corre-
sponding authorization to the individual data, the report cannot gen-
erate the required totals. However, as soon as the required authori-
zation is assigned, the user can view them — in the HR master data
display screen, for example.

There are two possible solutions to this problem:

� Use authorization object P_ABAP to deactivate the authorization
check (see Section 2.4.2). However, with this approach, there is
always the danger that the user runs the report for one person
only and accesses the confidential information in this way.

An HR controller is not allowed to know the salaries of the board mem-
bers, but the statistical report he is creating has to include the total sala-
ries of everyone in the company, including the board members.
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� Create a customer-specific report especially for this purpose. This
report would not carry out any authorization check but would
have to ensure that the report could not be run for individual per-
sonnel numbers.

Behavior of Reports in the Case of Insufficient Authorizations

If a user runs a report but does not have authorization for the data in
question, the report skips all rows that contain “forbidden” data.

2.5 Reporting Basics

Reliable data basis In previous sections, you saw that successful reporting requires a
data basis that contains solid information. The data has to be main-
tained thoroughly, and the relevant information has to be reliable.

Data required for payroll or time management purposes is usually
very carefully maintained. If errors are made or data forgotten in
these areas, the employee will notice this immediately, and the
required corrections are made. Therefore, this data is a solid basis
and is frequently used for reports.

In other areas, such as job vacancies, data may be maintained, but
inconsistently. If the information on the vacancy is required in a
number of different processes that are not functioning correctly
because the data hasn't been maintained sufficiently, data quality
will increase if data maintenance is carried out properly. In the

A report contains the names and powers of attorney of all employees.
However, a user who runs the report does not have read access to the
power of attorney data for some of the selected employees; in these
cases, he has access to the names only. The report does not output the
data of the employees in question (not even their names). Instead, it sim-
ply displays a warning message at the end of the report: “Personnel num-
ber skipped due to insufficient authorization.”

As a rule of thumb, you can assume that data will be insufficiently main-
tained if it is relevant to only a small number of processes and if the user
does not have sufficient knowledge of the content or relevance of the
data.
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example of the vacancy, the process in question could be Personnel
Cost Planning, which requires the vacancy information for personnel
cost planning, or it could be a process for approving positions for
each workflow, for which adequate data maintenance or integration
into applicant management are necessary.

Therefore, when new processes are rolled out, you need to check
which of the new key figures and information are relevant and how
to support full, correct data maintenance through appropriate plausi-
bility checks in the system. For new reports on the basis of existing
processes, the data on which the reports are based has to be vali-
dated, Field prepopulation and plausibility checks may also be neces-
sary to enable retroactive maintenance and to support data mainte-
nance.

2.5.1 Central Data for Successful Reports

Certain central data in the HCM system needs to be carefully
designed and structured, as this data is intensively used both in mul-
tiple processes and in reporting.

This central data includes the following:

Infotypes 0000 (Actions) and 0001 (Organizational Assignment)

Customizing the 
enterprise 
structure and 
personnel 
structure

Data of the infotypes 0000 (Actions) and 0001 (Organization Assign-
ment) are the basis of authorization checks and are used in the selec-
tion screens of the logical databases PNP and PNPCE. Therefore, you
need to take reporting aspects into consideration when customizing
these infotypes. These aspects include the following:

� Actions and action reasons
Entry and leaving, as well as leaving reasons, are particularly
important for creating key figures. You have to design a definition
concept for leaving reasons for reporting purposes. The important
information here is whether the employee in question is leaving
the company for his own reasons, or whether there were internal
company reasons.

� Employee group and employee subgroup
Employee groups and employee subgroups are important for
selecting relevant employees. A frequently used approach is to
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create an “inactive” employee group, so that these employees can
be omitted from reports. Reporting requirements also need to be
taken into account when you are designing the employee sub-
groups. You should try to keep the number of employee groups
and subgroups as small as possible, but an extra employee group
or subgroup can often make reporting easier.

� Personnel area and personnel subarea
Personnel areas and personnel subareas can play an important
role in reporting — for example, if you want to make divisions or
independent parts of the company easy to select for reporting pur-
poses.

Structure of Organizational Management

Structure
formation

The structure(s) specified in organizational management are used for
reports but are also the basis of employee selection and possibly also
of authorization checks for reports. You should take into account the
following aspects in relation to these structures:

� Job catalog
There are various requirements of the job catalog, most of which
are closely related to reporting requirements. The challenge is to
come up with job definitions that apply throughout the company.
One reporting requirement would be a salary comparison
between employees with the same job.

� Organizational units
The need to assign the information of a hierarchy level — such as
board area, department, or team — to an organizational unit is a
common one, and you need to take it into account when setting
up your organizational structure. One option in this regard is to
store the extra information in the object abbreviation. An alterna-
tive is to create a special infotype in which the hierarchy level is
stored. You could also create the structure numerically; for exam-
ple, the first level could be equivalent to the board area, the sec-
ond level to the department, and so on. However, none of these
three solutions are directly accessible to reporting in the SAP stan-
dard, so you have to decide which solution you prefer and how
you are going to incorporate it into your reporting concept.

172.book  Seite 66  Dienstag, 30. Oktober 2007  5:18 17



67

Reporting Basics 2.5

� Staff assignments structure
The easiest way to select employees in reports for managers is to
use the staff assignments. However, if the hierarchy does not
reflect the reporting structure, you have to invest extra time and
effort, for example, create a special evaluation path or use other
information, to correctly assign the areas of responsibility. This is
something to keep in mind when creating the organizational
structure.

Another challenge is posed by multidimensional structures, in
which the business and disciplinary assignments are different
from each other.

The fact that you can define your own evaluation paths creates flexi-
bility in reports. It also shows that reporting plays an important role
in modeling organizational management structures.

Wage Types in Payroll and Time Types in Time Management

The creation of wage types and time types for reporting can make
reporting tasks easier. For example, it is considerably easier to
answer a query regarding how many hours an employee was sick
with and without continued pay if there are time types and wage
types in which these hours can be saved. Sickness statistics can then
be created with a simple wage type or time type report. Alterna-
tively, you could calculate these hours on the basis of the work
schedule and absences, but this would require much more program-
ming.

2.5.2 Special Features of International Reporting

Many companies also use SAP ERP HCM for their foreign subsidiar-
ies. This situation involves additional challenges.

Unified Definitions of Terms

The data used as a basis for reports has to be comprehensible and
usable on an international level. However, in practice, definitions are
often based on country-specific conditions, such as the definition of

Check which key figures can be reported on on the basis of wage types
and time types.
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employee groups and subgroups. For example, few countries differ-
entiate between salaried employees and industrial workers. In Ger-
many, this differentiation is based on past pension regulations that
no longer apply but is still enshrined in some collective agreements.
It is therefore common practice in Germany to reflect this differenti-
ation in various employee subgroups. This situation is difficult for
other countries to understand, as they have no legal basis for the dif-
ferentiation. Therefore, as this example illustrates, it is important in
international reporting to use universal definitions. To give another
example, the differentiation between office worker and factory worker
could be changed to create a single internationally applicable term.

Because employee subgroups contain several technical SAP Custom-
izing settings that affect payroll and time management, it is difficult
to roll out definitions of employee subgroups on a global level. Some
countries manage to do so, whereas others use their own employee
subgroups to fulfill payroll and time management requirements. For
this reason, you should define a concept that allows for multiple
equivalent employee subgroups — for example, by creating defined
areas containing employee subgroups with the same definition; 10–
20 could correspond to an office worker. Alternatively, you could
use the first character to identify the employee subgroup and the sec-
ond character for the country code.

In Germany, the status Inactive also often depends on German legal
conditions, such as the end of continued pay. The concept of contin-
ued pay as it exists in Germany is unknown in other countries. If
someone outside Germany is using a report that is based on German
social insurance regulations, such as days that qualify for social insur-
ance coverage, that person will have no basis on which to run the
report. Therefore, in this case, the person running the report will
have to use the first full month in which no remuneration was paid,
for example, as the inactive period.

These parameters have to be agreed upon and embedded in a con-
cept.

Data Harmonization

It is easier to implement key figure definitions for international
reporting if you design and implement guidelines for doing so before
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rolling out your SAP system. It is difficult to make retroactive data
changes (and almost impossible in some areas) such as definitions of
employee subgroups. A possible option here would be to load the
data into an SAP NetWeaver BI system and harmonize the data when
it is loaded. However, the question is still open as to whether this
alone would create comparable data, as certain information may not
exist at all, such as separate definitions of office worker and factory
worker, or may be used differently in different systems.

Programming Requirements

Programs created in-house are subject to certain requirements. How-
ever, these requirements are often not taken into account from the
start.

If the system allows users to log on in different languages, tables in
the logon language have to be read. Check whether the reading of
tables has been programmed with the required level of flexibility. If
the system is Unicode-enabled, the programs also have to adhere to
Unicode guidelines (see service.sap.com/unicode). Program texts have
to be translated, and text symbols have to be used rather than text
that is embedded in the code.

You also have to ensure that country-specific settings in the program
are read correctly. For example, the country modifier (MOLGA) is
often preset to 01 in the code, which makes it impossible for users in
other countries to use the program.

The resources required to adapt in-house programs for international
use should be incorporated into the roll-out schedule.

2.6 Summary

The data structures in SAP ERP HCM are very complex, as there are
various modules with different requirements. In addition, not all
modules are used to the same level in practice. Therefore, a basic
requirement of reporting is that you analyze the data basis to define
the data to be output in reports.

In certain modules, such as Payroll, careful data maintenance is a
must, whereas in other modules, data is often only maintained spo-
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radically. To create a solid data basis, which results in complete and
useful reports, you need to decide what processes to install that sup-
port and manage data maintenance. In some cases, it is sufficient to
carry out retroactive maintenance in response to gaps in data main-
tenance that are highlighted in reports themselves.

Authorizations are particularly important when it comes to reports
involving HR data. You should always strive to avoid the worst-case
scenario, in which poorly maintained authorizations enable users to
view data for which they do not have the required authorization.
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